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POLICIES ON A PER INSTANCE BASIS 

PRIORITY CLAIM AND CROSS-REFERENCE TO RELATED APPLICATIONS 

This application is related to and claims domestic priority from prior U.S. Patent 
Application Serial Number 09/853,823, filed on May 11, 2001 entitled "Nested Transactions 
in a File System", by David Long and David Pitfield, which claims domestic priority from 
prior U.S. Provisional Application Serial Number 60/204,196, filed on May 12, 2000 entitled 
"Techniques and Features of an Internet File System", by David Long. The entire disclosure 
of both of these documents is hereby incorporated by reference as if fully set forth herein. 

FIELD OF THE INVENTION 

The present invention relates to Object Oriented inheritance and more specifically to 
associating attributes or methods with instances of a class on a per-instance basis. 

BACKGROUND OF THE INVENTION 

In Object Oriented programming, a subclass inherits the data structure (also known as 
the attributes) and behaviors (also known as the methods) from the subclass' superclass(es) 
(also known as parent classes). Frequently the term "properties" is used to collectively refer 
to attributes and methods. In the case of methods, the subclasses may either: (1) use the 
methods of the superclass as these methods are implemented in the superclass; or (2) the 
subclasses may override the methods of the superclass. In the case of attributes, the 
subclasses inherit the attributes of the subclasses' superclasses but there is no overriding of 
attributes. Figure la is a block diagram that depicts a situation where (1) a method (e.g. 
"publish") is inherited and overridden; and (2) an attribute (e.g., string x) is inherited. 
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In discussing the case of methods with respect to figure la, assume that superclass 
100 has a publish method. The implementation of the publish method in superclass 100 may 
involve emailing to a news group (hereinafter referred to as "publish by email to news 
group"). Subclasses 110 and 113 both override the publish method in superclass 100. For 
example, subclass 110 may implement the publish method by broadcasting (hereinafter 
referred to as "publish by broadcast") and subclass 113 may implement the publish method 
by opening it for review (hereinafter referred to as "publish by open for review"). Subclass 
1 16 does not override the implementation of the publish method of superclass 100. 

In overriding a method, the method in the subclass continues to have the same name 
as the method of the superclass. Only the implementation of the method in the subclass is 
different from the implementation in the superclass. 

A class can be compared to a "cookie cutter". An instance (also known as an object) 
of a class can be thought of as dough that has been "stamped out" by this "cookie cutter" or 
class. Therefore, each instance of a class has all of the properties defined by the class that 
was used to "stamp out" that particular instance/object. 

Each object has a "line of inheritance". In other words, object Ill's line of 
inheritance starts with subclass 110 and is followed by superclass 100. If a particular method 
such as "publish" is requested of object 111, subclass 1 10 is first checked to see if the 
"publish" method is implemented in subclass 1 10. If the "publish" method type is 
implemented in subclass 110, that "publish" method implementation is used. Otherwise, the 
superclass 100 is checked to see if the "publish" method is implemented in superclass 100. 
Searching for the requested method "publish" continues up the "line of inheritance" until the 
requested method is found. 
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Furthermore, in Object Oriented programming, all instances of a particular class share 
common implementations of the methods of that class. In other words, objects 1 1 1 and 1 12 
will have the same publish method implementation ("publish by broadcast"), which was 
obtained from subclass 110. Objects 1 14 and 115 will have the same publish method 
implementation ("publish by open for review"), which was obtained from subclass 113. 
Objects 1 17 and 1 1 8 will have the same publish method implementation, which was obtained 
from superclass 100 ("publish by email to news group"). 

In Object Oriented programming it is not possible for object 1 1 1 to have a different 
implementation of the publish method than object 112 because both object 111 and object 
1 12 are instances of the same class, subclass 1 10. In other words, it is not possible with 
classic Object Oriented programming for object 1 1 1 to have a "publish by broadcast" 
implementation while object 1 12 has a "publish by open for review" implementation. 
Therefore, classic inheritance cannot be used to provide different implementations for a 
particular method for objects in the same class. 

Subclasses cannot override attributes of their superclasses, but the subclasses may 
introduce additional attributes that do not belong to their superclasses. In discussing the case 
of attributes with respect to figure la, assume that superclass 100 has a string x, subclass 110 
has a string y, subclass 1 13 has a string z, and subclass 116 does not introduce another string. 
In this situation, superclass 100 would only have string x. Subclass 1 10 would inherit string 
x from superclass 100 and in addition would introduce string y. Therefore, objects 1 1 1 and 
1 12 would have string x and string y as attributes. Subclass 113 would inherit string x from 
superclass 100 and in addition would introduce string z. Therefore, objects 1 14 and 115 
would have string x and string z. Subclass 116 would only inherit string x from superclass 
100. Therefore objects 117 and 118 would only have string x. 
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In Object Oriented programming it is not possible for object 1 1 1 to have a different 
set of attributes than object 112 because both object 111 and object 1 12 are instances of the 
same class, subclass 1 10. In other words, it is not possible with classic Object Oriented 
programming for object 1 1 1 to have a string y but not string z, while object 1 12 has a string z 
but not a string y. Therefore, classic inheritance cannot be used to provide different 
attributes for instances of the same class. 
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SUMMARY OF THE INVENTION 

Techniques are provided for associating methods and attributes with instances of 
classes on a per-instance basis. One technique for associating attributes with objects on a 
per-instance basis (hereinafter referred to as "per-instance attributes") involves the property 
class and the property bundle class. A second technique for associating attributes with 
objects on a per-instance basis involves categories wherein the object can be thought of as 
being "placed" into one or more categories. A technique for associating methods with 
objects on a per-instance basis (hereinafter referred to as "per-instance methods") is the 
policy mechanism. In any of these techniques, associating properties (i.e., methods and 
attributes) with objects on a per-instance basis may be used in any of the following ways: 

1) different instances of the same class are associated with different properties where the 
properties are not in the class; and 

2) two instances of two different classes are associated with the same property where the 
property is not in either of the two classes. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example, and not by way of limitation, 
in the figures of the accompanying drawings and in which like reference numerals refer to 
similar elements and in which: 

Figure la is a block diagram illustrating inheritance of methods and attributes in 
conventional Object Oriented programming; 

Figure lb is a block diagram illustrating major classes, objects, and relationships 
involved in the first and second phase of the policy mechanism; 

Figure 2a is a block diagram of the first three levels of a class hierarchy; 

Figure 2b is a block diagram of the class hierarchy concentrating on the category's 

aspect; 

Figure 2c is a block diagram of the class hierarchy concentrating on the policy aspect; 

Figure 3a and 3b are block diagrams illustrating the concept of property class and 
property bundle class; 

Figure 4a and 4b are block diagrams of property objects and property bundle objects; 

Figure 5 illustrates data modeling flexibility with respect to inheritance, the category 
technique, and the property technique; 

Figure 6 is a block diagram illustrating the same classes in figure 2b along with 
examples of possible attributes; 

Figure 7a is a block diagram illustrating the concept of categories; 

Figure 7b is a block diagram illustrating category objects; 

Figure 8 is a block diagram illustrating category objects with tables; 

Figure 9 is a block diagram illustrating policy objects; 
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Figure 10a and 10b are block diagrams illustrating objects associated with policies 

and policy bundles; 

Figure 10c is a block diagram illustrating class object objects; and 

Figure 1 1 is a computer system on which an embodiment of the invention may be 

implemented. 
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DETAILED DESCRIPTION OF THE INVENTION 

A method and apparatus for associating policies with objects on a per-instance basis 
is described. In the following description, for the purposes of explanation, numerous specific 
details are set forth in order to provide a thorough understanding of the present invention. It 
will be apparent, however, that the present invention may be practiced without these specific 
details. In other instances, well-known structures and devices are shown in block diagram 
form in order to avoid unnecessarily obscuring the present invention. 

FUNCTIONAL OVERVIEW 
Since classic inheritance does not allow for instances of the same class to behave 
differently or have different attributes, there is a need for per-instance methods and attributes. 
Associating properties (i.e., methods and attributes) on a per-instance basis may be used in 
any of the following ways: 

1) different instances of the same class are associated with different properties where 
the properties are not in the class; and 

2) two instances of two different classes are associated with the same property where 
the property is not in either of the two classes. 

One technique for implementing per-instance attributes involves using a property 
class (refer to box 252 in figure 2c) and property bundle class (refer to box 240 in figure 2c). 

A second mechanism for implementing per-instance attributes involves using 
categories, where an object inherits attributes associated with a category when the object is 
"placed in" the category. 

Not only are per-instance attributes advantageous, but per-instance methods are also 
advantageous. One mechanism for providing per-instance methods involves using policies 
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(hereinafter referred to as the "policy mechanism"). For a method whose implementation is 
determined by the policy mechanism, a request for execution of that method on a particular 
object causes this determination to proceed in three phases. In the first phase, it is 
determined whether that object itself explicitly specifies a particular implementation (such as 
"publish by email") for the requested method (such as "publish"). If so, that implementation 
is executed and processing stops. Otherwise, processing enters the second phase. In this 
second phase, each class in the object's "line of inheritance" is successively checked, 
commencing with the object's class, to see whether it specifies a particular implementation of 
the requested method. If so, that implementation is executed and processing stops. If no 
classes in the object's "line of inheritance" specify a particular implementation of the 
requested method, processing enters the third phase. In this third phase, a default 
implementation of the requested method is executed to satisfy the request. 

OVERVIEW OF THE PROPERTY CLASS 
A property class provides a mechanism for defining a property data as a <name, 
value> pair where the name is used as a key to identify the value. Examples of property data 
are the pairs: 

1) <reviewer, David Pitfield>, 

2) effective date, 9/2/2001> 

3) <owner, pointer to a user object> 

where "David Pitfield", "9/2/2001", and "pointer to a user object" are values and "reviewer", 
"effective date", and "owner" are names that indicate what the values are for. 
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OVERVIEW OF THE PROPERTY BUNDLE CLASS 
A property bundle class provides a mechanism for aggregating a set of property 
objects and associating this set of property objects with a particular object. For example, it 
may be advantageous to associate with an instance of a document a reviewer, an effective 
date of the review, and an owner of the document, in which case property data as described 
herein above would be associated with this instance of a document via a property bundle. 

OVERVIEW OF THE CATEGORY CLASS 
A category class provides a mechanism for categorizing an object. An example of an 
object that can be categorized is a document object. Examples of categories that a document 
object can be placed in are "internal review" and "CD", where the document is to be 
internally reviewed and is on a CD format. 

OVERVIEW OF THE POLICY AND POLICY BUNDLE CLASSES 
The policy mechanism uses the policy class and the policy bundle class. Figure lb is 
a block diagram illustrating major classes, objects, and relationships involved in the first and 
second phase of the policy mechanism. 

In the first phase of the policy mechanism, assume there is a document class 120 with 
a publish method. And there are two instances of this document class (document object 121 
and document object 122). Therefore, both document object 121 and document object 122 
have a publish method whose implementation is that of the publish method of the document 
class 120. However, there may be a need to implement the publish method differently 
between document object 121 and document object 122. Therefore, via the policy 
mechanism document object 121 may explicitly specify a publish by broadcast 124 
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implementation of the publish method type. Whereas document object 122 may explicitly 
specify a publish by email to "news group" 125 implementation of the publish method type. 

In the second phase of the policy mechanism, implementation of a requested method 
can be specified via the object's line of inheritance. For example, assume that superclass 126 
is the super class of document class 120 and there is a third instance of the document class 
120 (i.e., document object 123) that does not explicitly specify an implementation of the 
publish method. Therefore, the policy mechanism goes to the second phase to check if there 
is an implementation of the publish method type associated with the document class 120's 
line of inheritance. One approach for doing so involves maintaining, for each class, metadata 
specifying the implementation, if any, of each policy-driven method to be used by instances 
of that class in the second phase of the policy mechanism. One approach to maintaining this 
metadata is for each class to have an associated object to store its metadata. This associated 
object is an instance of the "class object" class, and is therefore referred to as the "class 
object" object of that class. 

Figure lb portrays a high level example of classes, objects, and relationships between 
these classes used in the second phase of the policy mechanism. Document class_object 
object 130 is an example of a class__object object associated with document class 120 and is 
used to define the policy-driven behavior of document class 120. Superclass class_object 
object 132 is a class_object object associated with superclass 126 and is used to "define the 
policy-driven behavior of superclass 126. Associated with document class_object object 
130 is the publish by open for review 131 implementation of the publish method type. 
Therefore document object 123 uses the publish method type implementation (e.g., publish 
by open review 131) that is associated with document class_object object 130. However, if 
document class_object object 130 did not have a publish method type implementation (e.g., 
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publish by open review 131) then the second phase would proceed to check the rest of the 
class object objects in document class 120's line of inheritance, of which superclass 
class_object object 132 is the next in the line of inheritance to be checked. 

CLASS HIERARCHY 

According to one embodiment, the classes used to provide per-instance properties 
(e.g., the property class, property bundle class, category class, policy class, and policy bundle 
class) are related to each other through a class hierarchy. Figures 2a, 2b, and 2c illustrate an 
embodiment of a class hierarchy that includes classes for providing per-instance properties. 
Because of the difficulty of showing all of the class hierarchy on one figure, the class 
hierarchy is depicted in three block diagrams: figure 2a, figure 2b, and figure 2c. Figure 2a 
shows the three top levels of the class hierarchy. Furthermore, Figure 2a shows the 
subclasses (i.e., property_bimdle class 240 and property class 252) involved in the property 
technique. Figure 2b concentrates on showing the part of the class hierarchy involved in the 
category technique. Figure 2c concentrates on showing the part of the class hierarchy 
involved in the policy technique. 

Library_object class 200 is the superclass for all classes in the class hierarchy. There 
are three major subclasses of library_object class 200: public_object class 210, 
system_object class 250, and schema_object class 260 (hereinafter referred to as the "three 
superclasses"). Associated with library_object class 200 is a unique_object_ID attribute, 
which all the classes in this class hierarchy inherit. The unique_object_ID is a unique 
identifier of all objects created using classes in this class hierarchy. Among other things, the 
unique_objectJQD is used for identifying objects and for retrieving objects, which are stored 
in the form of tables and rows, from a database. 
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A user may create classes (hereinafter referred to as "user defined subclasses"). One 
technique for creating classes is by having the "user defined subclass" be a subclass of any 
one of the classes in the class hierarchy. As depicted, all classes in the class hierarchy are 
subclasses of the library_object class 200 and therefore, all classes including "user defined 
subclasses", in the class hierarchy have a unique_object_ID. 

Each object also has a class JD attribute. The classJD attribute identifies the class 
of an object. In other words, if there are 60 classes in the class hierarchy, there will be 60 
distinct classJDs to identify each of the 60 classes. The classJD, among other things, is 
used to retrieve objects from and store objects to a database, and in retrieving objects from a 
database, to know their type. 

The naming convention for instances of the classes that are shown in the class 
hierarchy figures will start with the name of the class and be followed with "object". For 
example, an instance of the document class 220 will be referred to hereinafter as a "document 
object". 

EXTENSIBLE FILE SYSTEM 
While many of the examples given here refer to classes in the more generic sense, one 
implementation of these techniques is within the context of an extensible file system. For 
example each of the classes in the class hierarchy depicted in figure 2 may represent a type of 
item stored in an extensible file system where such types represent folders in a file system, 
documents in the file system, users in the file system, etc. Furthermore the classes in the 
class hierarchy can be sub-classed. For example, the document class can be further sub- 
classed to represent the type of document - memo, report, spread sheet, etc. 
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OBJECT RELATIONAL MAPPING SYSTEM 
The objects that are instances of the various classes in the class hierarchy or other 
objects that are related to these objects may be "stored" in a database. Since databases store 
data in the form of rows, columns, and tables, objects are "mapped" to rows, columns, and 
tables of the database. Mapping objects to database rows, columns, and tables allows 
software to: (1) store the data from an object into a database (hereinafter referred to as 
"storing objects into a database"), (2) retrieve data from a database, which is then placed in 
an object (hereinafter referred to as "retrieving objects from a database"), and (3) operate on 
an object via the object's methods, where the operation results in a change in the rows, 
columns and tables of the database that are mapped to the object being modified. 

One technique for using a database to store, retrieve, and modify such objects is to 
use an "object relational mapping system". An "object relational mapping system" involves 
mapping relational tables in the database to objects in such a way that the objects preserve 
the identity of the database rows. When operating on an object, the object relational mapping 
system is used determine which database table and which database row(s) in that database 
table must be modified in order to perform the operation. 

The class_ID is used in conjunction with an "object relational mapping system" to 
know: (1) what object to construct when retrieving data from a database; and (2) what tables 
and rows in the table to update when storing data from an object to a database. One 
technique that may be used in an "object relational mapping system" is to have a class_ID 
exist as a column in a database table. 
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CONCEPT OF PROPERTIES AND PROPERTY BUNDLES 
Figures 3a and 3b are block diagrams depicting a conceptual picture of how the 
property technique, which involves the property class 252 and the property bundle class 240, 
works. Although property objects and property bundle objects may be associated with a 
5 number of different kinds of objects, the document class 220 will be used for demonstrating 
the concept of the property technique. For the sake of example, the document class 220 has 
attributes of: (1) unique_objectJD, which is inherited from library_object class 200; (2) 
name of the document; and (3) document contents. Since an instance of the document class 
O 220 has all attributes of the document class 220, document objects 300, 310, and 320 all have 

± 10 document class 220's attributes. 

12 

One technique for associating property bundle objects with instances of a class is to 
~ have a property bundle attribute in the class. Then subclasses of that class will inherit the 

jtj property bundle attribute. Furthermore, any instances of that class or any instances of any 

: H s 

qj subclasses of that class will have the property bundle attribute. For example, the property 

.ass. 

w 

h* 15 bundle attribute may be introduced in the "three superclasses": public_object class 210, 

system_object class 250, and schema_object class 260. Therefore, any subclass of the "three 
superclasses" will have a property bundle attribute. 

Assuming that property bundle is introduced as an attribute in the "three 
superclasses," all objects that are instances of any of the "three superclasses" will have a 
20 property bundle attribute, and the property bundle attribute of each object may be assigned a 
property bundle object (such as 301 and 31 1) as can be seen with document objects 300 and 
310. Furthermore, since document class 220 is a subclass of public_object class 210, 
document object 300 has a property bundle 301 as depicted in figure 3a. However, a 
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document object is not required to have a property bundle as is illustrated by document 
object 320. 

As depicted in figures 3a and 3b, there is a one-to-many relationship between 
property bundle objects and property objects. In other words, for each property bundle object 
there may be one or more property objects. Examples of data in property objects are the 
<key, value> pairs where the <key, valuo pairs are <reviewer, David Pitfield>, <effective 
date, 9/2/2001 >, <owner, pointer to user object>, etc. 

IMPLEMENTATION OF PROPERTIES AND PROPERTY BUNDLES 
Figures 4a and 4b are block diagrams depicting one way to implement the property 
technique. The document class 220 is used for demonstrating a technique for using the 
property class and property bundle class. As was seen previously, the objects (400 and 440) 
have document class 220' s attributes. 

As already stated, a property bundle attribute may be introduced as an attribute in the 
"three superclasses". There are various ways that the property bundle may be implemented 
as an attribute of the "three superclasses". These implementations include but are not limited 
to: (1) pointer to propertyjmndle object (2) reference to a property_bundle object; and (3) 
property_bundle as a table. 

Assume that property bundle is implemented as a pointer to an instance of the 
property_bundle class 240 in the public_object class 210. Since document object 400 is an 
instance of public_object class 210, document object 400 will have a pointer to an object of 
type propertyjnmdle 240. Document object 400 has the propertyjmndle pointer initialized 
to point to property bundle object 420, which is an instance of the property_bundle class 240. 



OID 2001-127-01 



16 



Attorney Docket No. 50277-1768 

Instead of the property bundle object 420 pointing to the instances of property class 
252 (410, 41 1, and 412), the instances of property class 252 (410, 41 1, and 412) point to 
property Jmndle object 420. If a program has a document object and needs to gain access to 
the property objects associated with that document object, database queries using an "object 
relational mapping system" (in conjunction with using the unique_object_ID and the 
classJD) will enable access to the desired tables and rows. Since there is no requirement for 
an instance of the "three superclasses" to implement a property bundle, the property bundle 
pointer/reference may be initialized to "Null" as seen in figure 4b. 

One technique for implementing instances of property class 252 is to use <key, 
value> pairs where the key identifies the value. One way to implement the key is to use a 
string. An example of a property object is the <key, value> pair <reviewer, David Pitfield> 
as depicted in document object 300. The "value" may be implemented as data types such as 
string, date, integer, pointer/reference. Examples of strings for "values" are "David Pitfield" 
and "David Long". Examples of dates as "values" are "9/2/2001" and "9/12/2001". An 
example of pointers/references as "values" is the pointer to user object 430. Furthermore, the 
pointer/reference may point to or reference an instance of a class in the class hierarchy. 
Therefore, the owner object 430 may be an instance of a class in the class hierarchy. 
Furthermore, the owner object 430 may be an instance of a "user defined subclass". 

One technique for aggregating property objects is to have one property bundle object 
for a set of property objects. However, property bundles can also be implemented as tables 
or hash tables as is described hereinafter. The tables contain a row or entry for the same data 
that would be in a property object if property objects were used 
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TABLES AND HASH TABLES 
One technique for aggregating a set of items is to use tables. In the following 
example, a table is used for aggregating items that are <key, value> pairs by placing each 
<key, value> pair in a separate row. Each row is referred to as an "entry" in the table. 



Key 


Value 


Reviewer 


David Pitfield 


Effective Date 


9/2/2001 


Duration 


51 minutes 



Assume that a user wants to modify the value in the second entry from 9/2/2001 to 
10/2/2001. To do this, the user would specify, for example by clicking on a button or 
entering "Effective Date" in a field, that he wants to modify the effective date in the above 
table. The computer software would use this user entered key (e.g. "Effective Date") to 
locate the second row in the above table. The user would also enter the new Effective Date 
value 10/2/2001 to replace 9/2/2001. When the software locates the second row using the 
user entered data, the software replaces the 9/2/2001 with the 10/2/2001 that the user also 
entered. 

A particular type of table is a hash table. If the table in question is a hash table then 
the user entered key is hashed by a hashing algorithm resulting a hash key. The hash key is 
used to efficiently locate the desired value in the hash table. For example, the user enters 
"Effective Date" either by clicking on a button or entering a value into a field. Then the 
string "Effective Date" is hashed resulting in a hash key where this hash key is used to locate 
the entry containing 9/2/2001 in the hash table. 
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PROPERTY BUNDLES IMPLEMENTED AS TABLES OR HASH TABLES 
As already stated, property bundles aggregate one or more property objects for the 
purpose of associating them with another object such as a document. One technique for 
implementing property bundles is to use tables where the <key, value> pairs that would be in 
property objects are instead entries in tables. The table key is a string that identifies the value 
as depicted in property bundles 301 and 311. Furthermore, the table can be a hash table. 

DATA CHECKING AND THE PROPERTY CLASS 
There are a couple of aspects to data checking. One aspect is provided by the 
programming language when data is assigned to a variable, such as an attribute, where the 
variable is of a particular data type (hereinafter referred to as data type rules). A second 
aspect involves rules that can be programmed into the software to provide additional data 
checking before assigning data to an attribute (hereinafter referred to as software rules). 

As already stated, the data that is used to initialize the <key, valuo pair is entered by 
a user and the user is allowed flexibility in entering this data (hereinafter referred to as "user 
defined keys"). One part of providing flexibility to the user is to not check the keys 
according to software rules. 

Object oriented programming allows attributes to be "private." The value of private 
attributes cannot be set directly and therefore must be set using methods specifically for that 
purpose. Since these private attributes are set only using methods, these methods can be used 
to perform additional data checking on the private attribute. In other words, assume that a 
method called setjcey is used to set the key attribute. When a user enters data "reviewer" 
into the computer, the computer program invokes the setjcey method with the following 
instruction: 
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set_jkey("reviewer") 

When the set_key method is invoked and passed the user specified value "reviewer", the 
setjkey method can simply assign "reviewer" to the key attribute thus allowing the user 
flexibility in entering data. Setting a key attribute to a user specified value shall be referred 
herein as a "user defined key". 

In contrast if software rules were desired, the setjcey method could use software 
rules to determine if the value "reviewer" is acceptable data before setting the key attribute. 
In other words, the software rules would accept certain keys and reject other keys. For 
example, these rules could indicate that the "reviewer" key is acceptable but the "effective 
date" key is not acceptable. In which case, if the set_key method is passed "effective date" 
the key would not be set. This is referred to as "predefined keys". However, the goal with 
the property class is to provide user flexibility in entering data. Therefore, the keys are 
typically user defined rather than being predefined. 

DATA MODELING FLEXIBILITY 
Figure 5 depicts a continuum of data modeling flexibility with respect to: (1) single 
inheritance; (2) multiple inheritance; (3) the category technique; and (4) the property 
technique. Single inheritance is the least flexible because an object is restricted to having the 
attributes defined in the object's class and superclasses. Multiple inheritance is more flexible 
than single inheritance because an object is not restricted to having attributes defined in only 
one "line of inheritance" class. The property technique is more flexible than either single 
inheritance or multiple inheritance because the attributes of an object are not restricted in any 
way by the attributes defined by the object's class and superclasses. 
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However, there is a big gap in the levels of flexibility available between multiple 
inheritance and the property technique as can be seen in figure 5. The purpose of the 
category technique is to offer another level of flexibility in between what multiple 
inheritance and the property technique offer. 

The category technique is similar to multiple inheritance in that: (1) multiple 
categories may be associated with an object; and (2) data checking of the names and values 
of attributes is provided. The category technique is similar to the property technique in that 
the category technique provides attributes on a per-instance basis rather than a per-class 
basis. 

CATEGORIES AND THE CLASS HIERARCHY 
Figure 6 is a block diagram that is identical to figure 2b except that figure 6 provides 
examples of possible attributes associated with various classes in figure 6. As mentioned 
before, users may customize the class hierarchy with "user defined subclasses". Figure 6 
depicts eight such "user defined subclasses" (212, 213, 214, 215, 216, 217, 218 and 219). 
The eight "user defined subclasses" provide two types of structured information: (1) audio 
212; and (2) review 213. The classes audio 212 and review 213 are further subclassed. 
Since an audio can be either a CD or an MP3, the audio class 212 is subclassed with both a 
CD class 214 and an MP3 class 215. Since a CD can be either basic format or multi-media, 
the CD class 214 is subclassed with both a basic CD class 218 and a multi-media CD class 
219. Likewise, since a review can be either an internal review or an external review, the 
review class 213 is subclassed with both an internal review class 216 and an external review 
class 217. 
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One technique for implementing categories is for all of the eight "user defined 
subclasses" to inherit a public_pbject pointer from category class 211. The eight "user 
defined subclasses" also introduce attributes as depicted in the individual boxes of the eight 
"user defined subclasses" in figure 6. For example, attributes "performer" and "duration" 
may be associated with an audio class 212. A review class 213 may have a "reviewer" and a 
"review date". An internal review class 216 may have a "department " 

Although a public_object pointer in category class 21 1 is used in this example for 
implementing the policy technique, other well known techniques for associating objects with 
other objects may be used. Such other techniques include but are not limited to references, 
tables, and data in files. 

PLACING OBJECTS IN CATEGORIES 

As stated before, one technique for "placing" objects in categories is for the category 
class 21 1 to have a pointer to public_object class 210. Therefore, objects or instantiations of 
the public_object class 210 may be placed in any number of categories. Figure 7a is an 
example of a document object, which is on a basic CD format, and where an internal review 
will be performed on the document. Therefore, the document object 700 (an instance of 
document class 220) in question is placed in the basic CD category, using basic CD object 
701, and the internal review category, using the internal review object 702. Placing 
document object 700 into the basic CD and internal review categories is accomplished by 
associating category objects 701 and 702, which are instances of classes 218 and 216 
respectively, with document object 700. 

Figure 7b is a block diagram depicting an implementation of the conceptual picture 
shown in figure 7a. Since document object 700 is an instance of public_object class 210, 
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public_object pointers may be used to associate category objects (701 and 702) with a 
document object. In figure 7b, the two object categories (1) basic CD object 701 and (2) 
internal review object 702 are associated with document object 700 via public_object 
pointers in objects 701 and 702. Although objects 700, 701 , and 702 inherit all the properties 
of the respective superclasses of objects 700, 701 , and 702, these inherited properties are not 
all shown for the sake of brevity and clarity. 

Although in this example the categorized object, document object 700, is an instance 
of public_object class 210 there is no reason to prevent one from categorizing objects 
according to another scheme. Furthermore, other mechanisms besides pointers, such as 
references, tables, or data in files may be used for "placing" objects (such as a document) 
into one or more categories (such as CD and internal review). 

CATEGORIES AND DATA CHECKING 

As stated before, the category technique provides increased data checking. When a 
category subclass is defined, the attributes of the category subclass are also defined. The 
defining of the category subclass' s attributes provides for validation of the category 
subclass' s attributes in accordance with the category subclass. 

For example Internal Review Object 702 is an instance of class 216 where class 216 
is a subclass of class 213. Therefore, Internal Object 702 has the reviewer and review date 
attributes from class 213 and the department attribute from class 216. Assuming that: 

a) the reviewer attribute is implemented as a string data type, 

b) review date is implemented as integer data types (e.g., one integer for the day, one 
integer for the month, and one integer for the year), and 

c) the department is implemented as a string data type. 
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When values are assigned to the reviewer, review date, and department attributes, the values 
assigned to these attributes must conform to the respective data types. For example, when 
"M47" is assigned to the Department attribute, which is a string data type, the value "M47" is 
checked to determine if value "M47" conforms to the string data type. This is what 
previously has been referred to as data type rules. 

Additionally, object oriented programming allows attributes to be private. Private 
attributes cannot be set directly and therefore must be set using methods specifically for 
setting the private attribute. Since these private attributes are set using methods, these 
methods can be used to perform additional data checking on the private attribute. (Using 
methods to perform additional data checking is an example of using software rules.) In other 
words, assume that a method called set_department is used to set the department attribute. 
Then a program invokes the set_department method with the following instruction: 

set_department("M47") 
When the set_department method is invoked and passed the parameter "M47", which is to be 
used to initialize the department attribute, the set_department method can perform additional 
data checking on the "M47" string before assigning the "M47" string to the department 
attribute. For example, the set_department method can check to see if "M47" is a valid 
department. In the case of the review date attribute, a set_review_date method could check 
to determine if the date passed was a proper date. For example, it may be desirable for a date 
to be in the format mm/dd/yyyy rather than dd/mm/yy. 

CATEGORIES AND TABLES 
Figure 8 is a block diagram of how tables may be used when categories are brought 
into memory from a database. Different techniques for using tables may be used depending 
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on whether the table is: (1) a part of a categorized object; and/or (2) a part of the category 
object. 

In the first technique, the table key is the type of category and the value is a pointer to 
the category object in memory. For example a document object 800 may have a table as a 
part of the document object 800. Furthermore, in this technique an example of a key is the 
category type such as basic CD, and the value for the basic CD is a pointer to the basic CD 
object 801 in memory. Document object 800 is associated with two category objects 801 and 
802. 

In the second technique, the table key is the name of the category object's attributes 
and the value is the value associated with the category object's attributes. An example of a 
category object is a basic CD object 810, in which case examples of keys would be 
"performer" or "duration" where "performer" and "duration" are attributes associated with 
basic CD class 218 due to inheritance from audio class 212. The value associated with the 
"performer" key would be "David Long" and the value associated with the "duration" key 
would be "57 minutes". 

The above two techniques for using tables with categories may be combined or the 
two techniques may be used separately. The two techniques are combined as depicted in 
document object 820, basic CD object 821 and internal object 822. The first technique is 
used with document object 820. The second technique is used with basic CD object 821 and 
internal object 822. As previously discussed, tables can be implemented as hash tables. 

POLICIES 

One technique for implementing per-instance methods is the policy mechanism, 
which uses the policy class 251 and the policy bundle class 241. A policy provides a 
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mechanism defining a <method, method implementation> pair (hereinafter referred to as a 
"policy object"). 

A policy bundle is a technique for aggregating a set of policies, and associating them 
with (1) a particular object, and/or (2) a class. 

Figure 9 is a block diagram of eight policy objects. There are four policy objects 
(901, 902, 903, 904) of method "publish". Each of the policy objects (901, 902, 903, 904) 
have different method implementations for the method "publish". There are also four policy 
objects (905, 906, 907, 908) of method type "delete". The method type "delete" also has four 
method implementations. 

POLICY BUNDLES 

Figures 10a and 10b are block diagrams of objects that are associated with policies 
through a policy bundle. A policy object is an instantiation of policy class 251. A policy 
bundle object (such as 1003, and 1013) is an instantiation of policy_bundle class 241. 

For the sake of illustration, a policy bundle may be implemented as a pointer to an 
instance of the policy_bundle class 240 where the policy bundle pointer is introduced as an 
attribute in the "three superclasses". Therefore, all of the subclasses of the "three 
superclasses" inherit the policy bundle pointer. 

One technique for enabling policy_bundle objects to aggregate <method, method 
implementation> pairs is for the policy ^bundle class 241 to be associated with a list of 
<string, policy pointer> pairs. The "string" identifies the method (such as "publish") and the 
"policy pointer" points to a policy object (such as 901, 902, 903, 904, 905, 906, 907, or 908 
in figure 9). Another technique for enabling policy_bundles is to use hash tables where the 
method is inputted to a hashing algorithm to obtain a key and the policy pointer is the value 
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associated with the key. A third technique involves pointers/references similar to the 
property_bundle implementation in figure 4a. 

SELF DESCRIBING CLASS HIERARCHY 
One approach for implementing the second phase of the policy mechanism is to 
maintain, for each class, metadata describing the implementation, if any, of each policy- 
driven method to be used by instances of that class in the second phase of the policy 
mechanism. On approach to maintaining this metadata is for each class to have an associated 
object to store its metadata. This associated object is an instance of the "class object" class 
261, and is therefore referred to as the "class object" object of that class. For example, an 
entire class hierarchy, as represented in figures 2a, 2b, and 2c, may be represented with a list 
of instances of the class^object class 261 (hereinafter referred to as class_object objects). In 
order to represent all of the classes in a class hierarchy with class_object objects, there would 
be one class_object object for every class in the class hierarchy. In other words, if a class 
hierarchy has 60 classes, then there would be 60 class^object objects to describe the 60 
classes. 

Since class_object class 261 is itself a subclass of schema_object class 260, 
class_object class 261 inherits the attributes of schema_object class 260. Since 
schema_object class 260 is one of the "three superclasses", this includes a policyjmndle 
attribute. 

Note that like any object, a particular class_object object may have, but is not 
required to have, a value for its policy_bundle attribute. 

Whereas generally, the policyjmndle attribute of an object defines the 
implementations, if any, of the policy-driven methods of that object, for a class_object 
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object, the policy_bundle attribute defines the policy-driven method implementations not of 
that class_object itself, but of the instances of the class described by that class_object 

Thus, in invoking on an object a method whose implementation is determined by the 
policy framework, the policy_bundle of that object itself is examined in the first phase of the 
5 policy mechanism. If that object' s policy_bundle does not specify the implementation of the 
requested method, then the policy J)undle of the class_object describing that object's class is 
examined in the second phase of the policy mechanism. If, in turn, that class_object's policy 
bundle does not specify the implementation of the requested method, the class_object 
describing the object's superclass is next examined. This continues up to the object's "line of 
1 0 inheritance" until a policy_bundle specifying the method' s implementation is found. 

One technique for facilitating the search of an object's "line of inheritance" is to 
associate a unique class JD with each of the class_object objects. Thus, the class_ID may be 
used not only for determining what object to construct when retrieving data from a database 
and for determining what tables and rows in the table to update when storing data from an 
15 object to a database but also for searching the "line of inheritance" to find a class_object 
object that has a policy for the requested method. 

An example of searching of an object's "line of inheritance" can be demonstrated 
using a technical proposal object. Searching this technical proposal object's "line of 
inheritance" involves checking the class_object objects, which describe each of the classes in 
20 the technical object' s "line of inheritance". 

Given that there is this technical proposal object, which is an instance of technical 
proposal class 223, an example of a search order of the technical object's "line of 
inheritance" for a class_object object would be the following: (1) class_object object for 
technical proposal class 223; (2) class_object object for proposal class 221; (3) class^object 
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object for document class 220; (4) class_object object for public_object class 210; and (5) 
class_object object for library_object class 200. The first class_object object encountered 
that specifies an implementation for the requested method type is used. 

Figure 10c is a block diagram depicting two class_object objects. Object 1020 is a 
5 class_object object describing the technical proposal class 223. Object 1030 is a class_object 
object describing the document class 220, where document class 220 is the superclass of 
technical proposal class 223. Both objects 1020 and 1030 have policy bundles (1021 and 
1031) since both objects 1020 and 1030 are instances of one of the "three superclasses". 

: s 

0 If the "publish" method is requested from a particular technical proposal object and a 
J; 1 0 "publish" policy was not associated directly with that particular technical proposal object but 

class_object objects 1020 and 1030 were associated with the particular technical object (via 
the technical proposal object's line of inheritance), then the class_object object 1020 would 
hj be inspected first via policy bundle object 1021 to determine if a "publish" policy existed. 

1 u 

ill Then the class_object object 1030 is inspected via policy bundle 1031 to determine if a 

U 15 "publish" policy exists. Since a "publish" policy object 901 exists in class_object object 
1030, this "publish" policy object 901 is used to satisfy the request for "publish". 



HARDWARE OVERVIEW 
Figure 1 1 is a block diagram that illustrates a computer system 1 100 upon which an 
20 embodiment of the invention may be implemented. Computer system 1 100 includes a bus 
1 102 or other communication mechanism for communicating information, and a processor 
1 104 coupled with bus 1 102 for processing information. Computer system 1 100 also 
includes a main memory 1 106, such as a random access memory (RAM) or other dynamic 
storage device, coupled to bus 1 102 for storing information and instructions to be executed 
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by processor 1 104. Main memory 1 106 also may be used for storing temporary variables or 
other intermediate information during execution of instructions to be executed by processor 
1 1 04. Computer system 1 100 further includes a read only memory (ROM) 1 108 or other 
static storage device coupled to bus 1 102 for storing static information and instructions for 
5 processor 1 104. A storage device 1110, such as a magnetic disk or optical disk, is provided 
and coupled to bus 1 102 for storing information and instructions. 

Computer system 1 100 may be coupled via bus 1 102 to a display 1112, such as a 
cathode ray tube (CRT), for displaying information to a computer user. An input device 
y 1114, including alphanumeric and other keys, is coupled to bus 1 102 for communicating 

% 1 0 information and command selections to processor 1 1 04. Another type of user input device is 

w 

•JP 

; u cursor control 1116, such as a mouse, a trackball, or cursor direction keys for communicating 

■=?=? 

direction information and command selections to processor 1 104 and for controlling cursor 
;ij movement on display 1112. This input device typically has two degrees of freedom in two 

iif. axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the device to specify 

**% 

•xttf.- 

M. 15 positions in a plane. 

The invention is related to the use of computer system 1 100 for implementing the 
techniques described herein. According to one embodiment of the invention, those 
techniques are performed by computer system 1 100 in response to processor 1 104 executing 
one or more sequences of one or more instructions contained in main memory 1 106. Such 
20 instructions may be read into main memory 1 106 from another computer-readable medium, 
such as storage device 1110. Execution of the sequences of instructions contained in main 
memory 1 106 causes processor 1 104 to perform the process steps described herein. In 
alternative embodiments, hard- wired circuitry may be used in place of or in combination with 
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software instructions to implement the invention. Thus, embodiments of the invention are 
not limited to any specific combination of hardware circuitry and software. 

The term "computer-readable medium" as used herein refers to any medium that 
participates in providing instructions to processor 1 104 for execution. Such a medium may 
take many forms, including but not limited to, non-volatile media, volatile media, and 
transmission media. Non-volatile media includes, for example, optical or magnetic disks, 
such as storage device 1110. Volatile media includes dynamic memory, such as main 
memory 1 106. Transmission media includes coaxial cables, copper wire and fiber optics, 
including the wires that comprise bus 1 102. Transmission media can also take the form of 
acoustic or light waves, such as those generated during radio-wave and infra-red data 
communications. 

Common forms of computer-readable media include, for example, a floppy disk, a 
flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any other 
optical medium, punchcards, papertape, any other physical medium with patterns of holes, a 
RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory chip or cartridge, a 
carrier wave as described hereinafter, or any other medium from which a computer can read. 

Various forms of computer readable media may be involved in carrying one or more 
sequences of one or more instructions to processor 1 104 for execution. For example, the 
instructions may initially be carried on a magnetic disk of a remote computer. The remote 
computer can load the instructions into its dynamic memory and send the instructions over a 
telephone line using a modem. A modem local to computer system 1 100 can receive the data 
on the telephone line and use an infra-red transmitter to convert the data to an infra-red 
signal. An infra-red detector can receive the data carried in the infra-red signal and 
appropriate circuitry can place the data on bus 1 102. Bus 1 102 carries the data to main 
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memory 1 106, from which processor 1 104 retrieves and executes the instructions. The 
instructions received by main memory 1106 may optionally be stored on storage device 1110 
either before or after execution by processor 1 104. 

Computer system 1 100 also includes a communication interface 1118 coupled to bus 
1 102. Communication interface 1118 provides a two-way data communication coupling to a 
network link 1 120 that is connected to a local network 1 122. For example, communication 
interface 1118 may be an integrated services digital network (ISDN) card or a modem to 
provide a data communication connection to a corresponding type of telephone line. As 
another example, communication interface 1118 may be a local area network (LAN) card to 
provide a data communication connection to a compatible LAN. Wireless links may also be 
implemented. In any such implementation, communication interface 1118 sends and 
receives electrical, electromagnetic or optical signals that carry digital data streams 
representing various types of information. 

Network link 1 120 typically provides data communication through one or more 
networks to other data devices. For example, network link 1 120 may provide a connection 
through local network 1 122 to a host computer 1 124 or to data equipment operated by an 
Internet Service Provider (ISP) 1 126. ISP 1 126 in turn provides data communication 
services through the world wide packet data communication network now commonly 
referred to as the "Internet" 1 128. Local network 1 122 and Internet 1 128 both use electrical, 
electromagnetic or optical signals that carry digital data streams. The signals through the 
various networks and the signals on network link 1 120 and through communication interface 
1118, which carry the digital data to and from computer system 1 100, are exemplary forms 
of carrier waves transporting the information. 
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Computer system 1100 can send messages and receive data, including program code, 
through the network(s), network link 1 120 and communication interface 1118. In the 
Internet example, a server 1 130 might transmit a requested code for an application program 
through Internet 1 128, ISP 1 126, local network 1 122 and communication interface 1118. 

The received code may be executed by processor 1 104 as it is received, and/or stored 
in storage device 1 1 10, or other non-volatile storage for later execution. In this manner, 
computer system 1 100 may obtain application code in the form of a carrier wave. 



OID 2001-127-01 



33 



